YAKAMICHI

Third-Party & Supply Chain
Risk Intelligence

Seeing beyond the vendor list to understand concentration, dependency
and emerging risk across the extended enterprise.

MAP ASSESS MONITOR RESPOND
Know dependencies Prioritize risk Detect change Preserve options

The enterprise boundary no longer ends at the enterprise. Critical services
increasingly depend on suppliers, cloud providers, software vendors,
logistics partners, professional advisers and subcontractors. Leadership
must understand not only who the organization buys from, but what it
cannot operate without.
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Executive Summary

Third-party risk becomes material when an external organization can interrupt a critical service, expose sensitive
information, create regulatory liability or constrain strategic options. Traditional vendor management often focuses
on contracts and periodic questionnaires, but these provide only a partial picture.

The most consequential exposures often arise from dependency and concentration. Several business units may rely on
the same cloud platform. Multiple suppliers may depend on one upstream manufacturer. A software provider may
introduce code from dozens of unseen components. A logistics route may appear diversified while converging on the
same port or carrier.

Risk intelligence adds a dynamic layer to third-party governance. It connects supplier criticality with external
indicators, internal performance, cyber events, financial deterioration, geopolitical exposure and operational
dependencies so leaders can recognize changing risk before a supplier failure becomes an enterprise crisis.

Where Supply-Chain Risk Hides

Subcontractors and fourth parties that are invisible in the primary supplier relationship.
Common technology, cloud or software dependencies shared across apparently separate vendors.
Geographic concentration in manufacturing, logistics, energy or critical infrastructure.
Financially fragile suppliers that provide small spend but essential capability.

Privileged third parties with access to sensitive systems, facilities or information.

Executive Takeaways

1. Prioritize criticality Spend is not the same as business importance.

Separate vendors can still share the same underlying point of
failure.

2. Map concentration

3. Monitor continuously Risk changes between annual assessments.

Rights to information, notification, audit and exit matter before

4. Contract for resilience ..
a crisis.

A supplier is only replaceable if a practical substitute can be

5. Prepare alternatives . o
activated in time.
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The Yakamichi Third-Party Risk Intelligence Framework

Identify third parties whose failure, compromise or unavailability could materially affect
critical services or obligations.

Connect suppliers to business services, data, systems, facilities, geographies, subcontractors
and other shared dependencies.

Assess financial, cyber, operational, legal, compliance, ownership, geopolitical and reputational
factors proportionate to criticality.

Establish security, notification, resilience, audit, subcontracting, data handling and
termination requirements.

Monitor material changes such as incidents, financial stress, sanctions, ownership shifts,
outages, litigation and geographic instability.

Maintain practical response, substitution, transition and data-recovery plans for dependencies
that exceed risk appetite.

Criticality Before Risk Rating

1— Routine Limited interruption; easy substitution Baseline due diligence
2 — Important Noticeable operational impact Enhanced assessment and monitoring
3__ Critical Material service, data or regulatory Deep assurance, resilience and

impact contingency planning

Multiple critical services or enterprise- Executive oversight and concentration-

4 — Systemic . .
y ! wide dependency risk treatment

The Fourth-Party Problem

Organizations can outsource a service but not its consequence. Critical suppliers may themselves depend on cloud
platforms, data processors, software components, manufacturers or logistics providers. Where the consequence is
material, leadership needs enough transparency to understand significant downstream concentration without
attempting to map every supplier in the economy.
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Board and Executive Responsibilities
» Which third parties could stop a critical business service if they failed tomorrow?
* Do apparently diversified suppliers share the same cloud, software, geography or logistics dependency?
* Which vendors hold privileged access to sensitive systems, facilities or information?
* Are critical suppliers required to notify us promptly of material cyber or operational incidents?
* Can the organization obtain its data and transition operations if a strategic provider fails?
* How quickly would we know if a critical supplier entered financial or geopolitical distress?
* Are high-consequence supplier risks visible at executive and board level?

Common Third-Party Risk Failure Patterns

s el . Low-spend but operationally essential suppliers escape

Spend-based prioritization p ob Y PP P
enhanced scrutiny.

Self-reported controls are treated as sufficient evidence of

Questionnaire confidence o
resilience.

Different suppliers rely on the same underlying technology or

Unknown concentration .
location.

The organization has rights on paper but no practical transition

Contract without exit
plan.

Annual reviews miss deterioration that occurs between

Point-in-time assurance
assessment cycles.

Executive Metrics

Useful measures include critical suppliers identified, concentration risks above appetite, overdue high-risk
remediation, critical suppliers under continuous monitoring, material incidents notified within contractual timelines,
resilience tests completed, unassessed fourth-party dependencies and critical relationships without tested exit or
substitution plans.
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180-Day Executive Action Plan
0-30 DAYS | Identify critical suppliers

Classify third parties according to business-service impact, data access, privilege and substitutability.
31-60 DAYS | Map concentration

Connect critical suppliers to services, technologies, locations and known downstream dependencies.
61-90 DAYS | Strengthen assurance

Prioritize deep due diligence, contractual gaps and remediation for high-consequence relationships.
91-120 DAYS | Introduce continuous intelligence

Monitor critical providers for material cyber, financial, operational, ownership and geopolitical changes.
121-180 DAYS | Exercise supplier failure

Run a scenario involving loss or compromise of a critical provider and validate substitution, communications and
executive decisions.

Executive Checklist
[ ] Critical third parties identified by business consequence
[ | Supplier-to-service dependencies mapped
Material concentration risks identified
[ Privileged third-party access governed
Critical supplier contracts contain security and resilience provisions
[ I Material incident notification requirements established
Continuous monitoring covers highest-risk relationships
[ Fourth-party exposure assessed where consequential
Exit and substitution plans exist for critical dependencies
[ | Supplier-failure scenario exercised periodically

Yakamichi Perspective

A supply chain can look diversified on a spreadsheet and remain dangerously
concentrated underneath. Risk intelligence reveals the dependencies that
procurement data alone cannot.

The objective is not to eliminate third-party risk. It is to know which external relationships can create enterprise
consequences, detect when their risk is changing and preserve alternatives before dependency becomes vulnerability.

REQUEST A CONFIDENTIAL CONSULTATION

United States: +1 202 413 3763 | Maryland, USA
Nigeria: +234 811 095 0651 | Abuja, Nigeria

YAKAMICHI - Artificial Intelligence ¢ Cybersecurity ¢ Counter-Surveillance * Corporate Risk Intelligence
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