YAKAMICHI

Secure Meetings in
High-Risk Environments

Protecting sensitive discussions when the location, participants or threat
environment cannot be fully controlled.

PLAN
Classify the meeting

CONTROL PROTECT CLOSE

People & devices Space & information Remove residue

A sensitive meeting can become vulnerable long before anyone enters the
room. Invitations, participant lists, travel arrangements, devices, venue
staff, conferencing technology and post-meeting documents can each expose
information. Security must therefore protect the entire meeting lifecycle.
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Executive Summary

Executives routinely conduct consequential discussions outside controlled corporate environments: hotels, conference
centers, client offices, temporary project sites, private residences and overseas locations. These venues can introduce
unfamiliar technology, unknown access histories and limited control over staff or adjoining spaces.

Meeting security should be proportionate to the sensitivity of the information and the credibility of the threat. Routine
commercial discussions do not require extraordinary measures. A transaction, investigation, litigation strategy, crisis
discussion or high-value negotiation may justify enhanced controls.

The goal is not to create an atmosphere of suspicion. It is to deliberately manage who knows the meeting is occurring,
who may attend, which devices and systems are used, what information enters the room and what remains when the
meeting ends.

Conditions That Increase Meeting Risk
Unfamiliar or third-party venues where room access and technical history are unknown.
Major transactions, negotiations, investigations, disputes or strategic announcements.
High-profile participants whose presence itself reveals sensitive information.
Travel in environments where commercial or governmental intelligence collection is a credible concern.

Reliance on venue-provided conferencing, wireless networks or other unmanaged technology.

Executive Takeaways

1. Classify before convening

Security begins with understanding what disclosure would
cost.

Limit knowledge, attendance, materials and technology to what

2. Minimize exposure .
is necessary.

3. Control devices deliberately Device policy should match meeting sensitivity, not habit.

Higher-risk meetings may warrant professional room and

4. Assure the environment .
technical assessment.

Information residue after the meeting can be as revealing as
the discussion itself.

5. Close securely
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The Yakamichi Secure Meeting Framework

Determine information sensitivity, participants, consequence of disclosure and credible threat before
selecting controls.

Consider ownership, access, privacy, adjoining spaces, staff, technology, sightlines and
ability to control the room.

Use need-to-attend principles, verify participants and manage assistants, interpreters,
vendors and remote attendees.

Define rules for phones, wearables, laptops, conferencing, recording, wireless
connectivity and presentation equipment.

Control documents, screens, whiteboards, note-taking, printing and distribution;
avoid unnecessary names or details in visible logistics.

Collect sensitive materials, clear boards and displays, account for devices, secure notes and
report anomalies or procedural failures.

Meeting Assurance Levels

Level Typical Context Illustrative Controls

Standard access, privacy and device

1 — Routine Normal internal or commercial meeting .
hygiene
.. . Controlled attendance, materials and
2 — Sensitive Non-public strategy or personnel matters :
conferencing
3 High Transaction, legal, investigation, major Enhanced venue assessment, tighter
& negotiation device and access controls
ce Exceptional consequence or credible Specialist protective planning and
4 — Critical . . .
collection threat professional technical assurance

Device Governance

A blanket device ban is not always necessary or practical. The control should follow risk. Options range from ordinary
silent-mode practices to designated device-free areas, managed devices, controlled storage or approved secure
communications. Whatever rule is selected should be clear, consistently applied and respectful of legitimate
accessibility or emergency needs.
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Board and Executive Responsibilities
* Which meetings warrant enhanced security and who makes that classification?
* Do venue selection criteria include confidentiality and technical considerations?
* Who verifies participant lists and manages late additions or unexpected attendees?
* What device and conferencing rules apply at each sensitivity level?
* Are interpreters, advisers, venue staff and other support personnel included in the risk assessment?
* When is professional TSCM or other technical assurance appropriate?
* How are sensitive notes, whiteboards and documents controlled after the meeting?

Common Meeting Security Gaps

. . Calendars, invitations or venue arrangements reveal sensitive
Overexposed logistics

participants and purpose.

Venue or service staff enter during sensitive discussions

Uncontrolled room access .
without clear need.

Participants connect to unknown systems or use unmanaged

Technology convenience . .
conferencing because it is easy.

Whiteboards, flipcharts, printouts and presentation files

Information residue .
remain after departure.

Senior participants are exempted, undermining the control for

Inconsistent device rules
everyone else.

Executive Metrics

Useful measures include high-risk meetings receiving documented protective planning, unauthorized attendance or
device exceptions, unresolved venue findings, post-meeting information-control failures, professional assurance
coverage where required and lessons incorporated into future events.

YAKAMICHI | INTELLIGENCE. PROTECTION. ADVANTAGE | CONFIDENTIAL ¢« PROPRIETARY



YAKAMI CHI INTELLIGENCE CENTRE

180-Day Executive Action Plan
0-30 DAYS | Define meeting tiers

Create simple sensitivity levels and identify the executives or functions authorized to assign them.
31-60 DAYS | Build the protocol

Establish venue, participant, device, conferencing, document and post-meeting requirements for each tier.
61-90 DAYS | Prepare support teams

Train executive assistants, security, legal, IT and event personnel on roles and escalation procedures.
91-120 DAYS | Exercise a high-risk meeting

Test the protocol using a realistic transaction, crisis or negotiation scenario in a third-party venue.
121-180 DAYS | Establish assurance

Create preferred venue criteria, specialist-support triggers and periodic review of lessons and exceptions.

Executive Checklist

[ Meeting sensitivity classified

[ I Venue assessed according to risk
Participant list verified and minimized

I Device policy communicated in advance
Conferencing and connectivity approved

[ Sensitive materials controlled
Unexpected access or anomalies have escalation path

[ I Professional TSCM considered where warranted
Post-meeting room and information check completed

[ Lessons and exceptions documented

Yakamichi Perspective

Secure meetings are not defined by dramatic countermeasures. They are defined by
disciplined control of information, people, technology and environment at the
moments when confidentiality matters most.

A proportionate meeting-security model gives executives the freedom to conduct sensitive business outside the office
without carrying unnecessary information exposure with them.

REQUEST A CONFIDENTIAL CONSULTATION

United States: +1 202 413 3763 | Maryland, USA
Nigeria: +234 811 095 0651 | Abuja, Nigeria

YAKAMICHI - Artificial Intelligence ¢ Cybersecurity ¢ Counter-Surveillance ¢ Corporate Risk Intelligence
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