YAKAMICHI

Building a
Cybersecurity Culture

Turning secure behavior from an annual training event into an
everyday organizational capability.

LEAD ENABLE REINFORCE MEASURE
Model behavior Make security usable Build habits Improve outcomes

Security culture is what people do when policy is not in front of them. It is
shaped less by annual awareness training than by leadership behavior,
incentives, workflow design, accountability and whether employees
believe reporting a mistake will help solve the problem.
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Executive Summary

Human behavior remains central to cybersecurity because people approve payments, handle sensitive information,
administer systems, choose tools, interact with suppliers and respond to unusual requests. Yet describing employees
as the 'weakest link' produces the wrong management response.

A strong cybersecurity culture treats people as part of the control environment. Employees need clear expectations,
usable safeguards, role-specific knowledge and simple ways to report concerns. Managers must reinforce those
behaviors, while leaders demonstrate that security applies equally to senior executives and frontline staff.

Culture is therefore an operating-system problem, not merely a training problem. The organization should design
secure behavior into routine work and measure whether employees recognize, resist and report meaningful threats.

What Strong Security Culture Looks Like
Employees report suspicious activity quickly without fear of embarrassment or punishment for good-faith mistakes.
Executives follow the same access, authentication and information-handling rules expected of everyone else.
High-risk teams receive training matched to their actual decisions and attack exposure.
Security teams explain the business reason behind controls and remove unnecessary friction.

Managers reinforce security expectations during ordinary operational conversations, not only after incidents.

Executive Takeaways
1. Leadership sets the norm Visible executive behavior gives security rules credibility.

Secure workflows reduce dependence on perfect human

2. Design beats reminders .
judgment.

Finance, executives, developers and administrators face

Trai 1 .
3. Train by role different threats.

Early reporting turns near misses into defensive
intelligence.

5. Measure behavior Completion rates alone do not demonstrate cultural change.

4. Reward reporting
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The Yakamichi Security Culture Framework

Executives model expected behaviors, sponsor security priorities and avoid creating exceptions for
convenience.

Policies are understandable, accessible and translated into practical expectations for specific roles.

Technology and processes make the secure choice easier: passwordless or strong authentication,
approved collaboration tools, safe data-sharing methods and rapid support.

Short, timely communications, manager conversations, simulations and lessons from real incidents
reinforce desired habits.

Employees can report suspicious activity and accidental errors early without unnecessary
blame, while deliberate misconduct remains accountable.

Behavioral signals, incident reporting and control outcomes show whether culture is actually
improving.

Role-Based Risk Model

Verify unusual requests; protect devices;

Executives Impersonation, sensitive data, travel
use secure channels
. Out-of-band verification; data handling;
Finance / HR Payment fraud, payroll, personal data . : &
rapid escalation
. .. . rong authentication; T min
IT / Admins Privileged access, credential theft Strong entication; separate ad
accounts; change control
. Secure development; secret
Developers Secrets, code, dependencies P .
management; dependency hygiene
All Staff Phishing, collaboration abuse, shadow Pause, verify, protect information and
tools report quickly

A Better Training Philosophy

Training should be brief, relevant and connected to actual work. A finance employee needs practice spotting payment
manipulation; a developer needs secure coding and secret-handling habits; an executive needs protection against
impersonation, sensitive communications and travel risks. Relevance converts awareness into judgment.
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Board and Executive Responsibilities
* Do senior leaders visibly comply with security requirements or routinely seek exceptions?
* Which roles create the greatest cyber consequence if manipulated or compromised?
* How easy is it for an employee to report a suspicious message, accidental disclosure or security mistake?
* Are employees rewarded for early escalation, or does blame encourage silence?
* Do security controls create enough friction that teams routinely bypass them?
* What behavioral evidence tells us culture is improving?
¢ Are contractors and third parties included in relevant security expectations?

Common Culture Failure Patterns

.. Completion is treated as success even when behavior does
Annual-training culture

not change.

Leaders bypass controls and quietly signal that security is

Executive exceptions .
optional.
Fear-based messaging Employees hide mistakes because reporting feels punitive.

Everyone receives identical content regardless of role or
exposure.

Generic education

Poorly designed controls push teams toward shadow tools

Security friction
y and workarounds.

Metrics That Matter

Useful measures include time to report simulated or real suspicious activity, reporting rate, repeat risky behaviors,
high-risk-role participation, credential and MFA hygiene, policy exceptions, use of unapproved tools, security-related
help requests, manager engagement and the percentage of incidents where early employee reporting reduced impact.
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180-Day Executive Action Plan
0-30 DAYS | Diagnose

Assess employee sentiment, reporting channels, high-risk populations, policy friction and recent human-enabled
incidents.

31-60 DAYS | Set expectations

Define a small set of observable security behaviors and have executives visibly adopt them.
61-90 DAYS | Tailor interventions

Launch role-specific learning for executives, finance, HR, administrators, developers and other high-risk groups.
91-120 DAYS | Improve the environment

Simplify reporting, remove avoidable security friction and introduce just-in-time prompts at risky moments.
121-180 DAYS | Measure and reinforce

Track behavioral outcomes, recognize positive reporting, coach repeat-risk areas and report cultural indicators to
leadership.

Executive Checklist
Executive security expectations documented and modeled

[ I High-risk employee populations identified
Role-based security learning implemented

[ Simple suspicious-activity reporting channel available
Good-faith reporting encouraged and protected

[ Security controls reviewed for unnecessary friction
Contractors included where relevant

(1 Behavioral metrics tracked beyond training completion
Lessons from incidents fed into awareness activities

[ Security culture discussed periodically at executive level

Yakamichi Perspective

A mature security culture does not expect people to be flawless. It creates an
environment where secure choices are natural, suspicious behavior is challenged and
mistakes are surfaced early enough to contain them.

Technology can block many attacks. Culture determines what happens in the moments that technology cannot decide
for us.

REQUEST A CONFIDENTIAL CONSULTATION

United States: +1 202 413 3763 | Maryland, USA
Nigeria: +234 811 095 0651 | Abuja, Nigeria
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